CAPITAL REGION

Transportation
Council

RFP ADDENDUM No. 3

Date: June 3, 2026

Project Name: Information Technology Managed Services and Operational Support RFP

Solicitation No: _2129290 RFP Opening Date: Wednesday, December 3, 2025

To: All Interested Vendors:

The Request for Proposals (RFP) for Information Technology Managed Services and Operational Support
is modified as set forth in RFP Addendum No. 3. The original RFP document, Addendum No. 1, and
Addendum No. 2 remain in full force and effect, except as modified by Addendum No. 3, which is
hereby made part of the RFP. Respondent shall take Addendum No. 3 into consideration when
preparing and submitting a proposal or revising a previously submitted proposal.

This addendum includes additional information regarding the network technical environment described
in Section 2 of the RFP as well as an updated list of needs and priorities. The RFP schedule is hereby
updated as follows:

June 3, 2026 — Addendum No. 3 Release Date and NYS Contract Reporter Announcement
June 26, 2026 — Submission Deadline
June and July 2026 — Submission Evaluation, Interviews, and Notification

Acknowledgement Requirement. All Addenda issued by the Capital Region Transportation Council
shall be acknowledged and included in the Proposal and made part of the Contract Documents. Failure
to acknowledge and include all Addenda may be sufficient cause for rejecting a Proposal.
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1. Organization Overview

The Capital Region Transportation Council (hereafter referred to as “CRTC" or “Transportation
Council”), formerly the Capital District Transportation Committee (CDTC), is the designated
Metropolitan Planning Organization (MPO) for the Capital Region of New York State. CRTC is
responsible for regional transportation planning, including the development of the Metropolitan
Transportation Plan (UPWP), Transportation Improvement Program (TIP), and the Unified
Planning Work Program (UPWP).

CRTC operates from a single office location at 1 Park Place, Suite 101, Albany, NY 12205. The
organization is authorized to have 14 full-time staff members but currently has a staff of 11,
expanding to 13 in summer 2026. The Capital District Transportation Authority (CDTA) serves as
CRTC's host agency and fiscal agent.

1.1 Current IT Staffing

IT services are currently supported by Saratoga Technologies, a sole proprietorship averaging 30
hours per week on-site. There is no dedicated internal IT team.
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2. Network Infrastructure

2.1 Internet Service

Provider FirstLight Fiber

Circuit ID 34.KRGS.066608..FL

Customer ID 58509

Service Type Fiber Internet

Bandwidth 50 Mbps symmetrical (download/upload)
Public IP Block 209.198.124.176/29 (5 usable IPs: .178-.182)
Gateway 209.198.124.177

DNS Servers 66.109.38.250, 66.109.38.251

CPE Handoff Ciena 3916, Port 2, RJ45

Service Address 1 Park Place #101, Albany, NY 12205
NOC (24/7) 1-833-484-0404 | Repair@firstlight.net

Cable internet is provided by Chater Communications (AKA Spectrum Business). Account
includes 5 Static IP addresses and Business Wi-Fi. Equipment includes one eMTA and one
wireless router. Details should be verified during the site survey.

2.2 Backup Internet

A Cradlepoint cellular gateway is deployed as WAN failover, using AT&T cellular service with a
dedicated SIM card. Configuration details are available in the handwritten scan documentation.

2.3 Firewall / Router / VPN

Current Device FortiGate FG50 (X2)

VPN FortiClient Network Access (site-to-client VPN)
VPN Authentication FortiGate NGF Local Authentication Service
MFA on VPN Not currently enabled
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2.4 Internal Network

The internal network uses the 192.168.0.x/24 address space. Handwritten documentation exists
for switch port assignments, and network topology. These should be validated through a live
network discovery scan during the site survey.

« CRTC Network Infrastructure is set up with 2 redundant service providers (ISPs)
Fiber Optic connectivity with FirstLight Internet
Coax internet connectivity with Spectrum Business

« Internet network redundancy is set up with Dual HA Fortinet Routers

« Internal network redundancy is set up with Dual Netgear Gigabit switches

Scope: 10.10.10.0/24
DNS1:66.109.38.250

[Subnet Masc: 255.255.255.0
DNS2:66.109.38.251 Ji Fortinet AP

SSID: CapitalMPO Port 197
Fon 1 Netgear Switth01

LanPerts i

Linksys Router
1P 204158 124179 I |
[ i I

Subnet Mask
255.255.255.248 |

Fortinet Router01
Laptop & Gateway: Por1] b 200195 124 150 Fomnet a0z
209.198.124.177 Subnet Mask 255 255.255.248 Subnor ek a5 255 3550
DNSL: 66.109.38.250 Gateway: 200.198.124.177 2

DNS2 66.109.38.251 DNS1: 66.108.28.250 Gateway: 24.105.161.129

ONS2. £ 100 28 01 DNS: 24.92.226.11/12

SSID: SaratogaWIFl

T I
I e rra PO At pen

Firstight Wall Jack
Firslight NID?

‘ Per 1
penseenz | o2

—rons Netgear-SW-WANO2
Fort 1—| Netgear-SWW-WANOL
Por

(Cisco Small Business
AP[Router

1P 24105161131

SSID: CDTC (Open
Wireless)

« Fiber optic interconnects between wiring closets (documented in fiber.pdf)
« Physical network drops documented in office floor plan (office-layout.pdf)
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3. Server Environment

Server Name DC4

Operating System Windows Server 2019 (Build 1809/17763)

Roles Active Directory Domain Controller, Azure AD Connect, Entra Connect
Server

AD Domain cdtcmpo.org (on premises)

Azure AD Connect

Defender Status AV: Symantec Antivirus

Exposure Level Low (Defender assessment)

Backup USB offsite (Drive |), local Drive H

Server Name WS2

Operating System Windows Server 2008R2 Standard

Roles File Server, Fax Server, Scanned Documents
AD Domain Cdtcmpo.org

Defender Status AV: Symantec Antivirus

Exposure Level Low

Server Name CDTC2021

Operating System Windows Server2019 Standard

Roles Backup DC

AD Domain Cdtcmpo.org

Defender Status AV: Symantec Antivirus

Exposure Level Low

Backup Saratoga Technologies Datto Services
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Server Name DattoBox

Operating System 5.7.4Ubuntu22.04

Roles Backup Server

Exposure Level Low

Backup Saratoga Technologies Datto Services

4. Endpoint Inventory

Serial
Name Type Domain MAC address Manufacturer Model number
Retired
VISUM Computer  Systems
Sandy2022 Windows  CDTCMPO 50:81:40:29:6B:56 HP Z4 G4 Workstation MXL215566F
TLASALLE2022 Windows  CDTCMPO 50:81:40:29:6C:62 HP Z4 G4 Workstation MXL215566M
JCeponis2022 Windows  cdtcmpo 50:81:40:29:6E:8B HP Z4 G4 Workstation MXL215566G
RShamieh2022 - (LRye) ~ Windows  cdtcmpo.org 50:81:40:29:66:BA HP Z4 G4 Workstation ' MXL215566D
LSellie2022 Windows  CDTCMPO 50:81:40:29:32:93 HP Z4 G4 Workstation MXL2163WXF
cward2024 Windows  CDTCMPO 50:81:40:29:68:16 HP Z4 G4 Workstation MXL21557LD
Z2 Tower G9
CBauer2022 (MHull) Windows  CDTCMPO C0:18:03:B4:F9:68 HP Workstation MXL2212L86
Z2 Tower G9
CSimon2022 (DNelson)  Windows  CDTCMPO C0:18:03:B4:98:1F HP Workstation MXL222364Q
SM2026 Windows  cdtcmpo.org
JBeeman2022 Z2 Tower G9
(ETownsend) Windows  cdtcmpo.org C0:18:03:B4:F4:80 HP Workstation MXL2212L87
Z2 Tower G9
PMORRIS2024 Windows  cdtcmpo.org C0:18:03:B4:96:AB HP Workstation MXL222364N
Z2 Tower G9
ATracy2024 Windows  cdtcmpo.org DO0:AD:08:5A:C4:6F HP Workstation MXL4124JH4
Z2 Tower G9
GIS2022 (AMcCarvill) Windows  cdtcmpo.org C0:18:03:B4:9D:E9 HP Workstation MXL2213R5D
Retired
jbeeman-new Computer  Systems
Retired
Spare Computer  Systems
Retired
Lenovo Laptop Systems Lenovo
DSAdmin Computer cdtcmpo.org
Retired
DJukins Computer Systems
Computer Computer D0:50:99:F0:23:F6 ASRock
Retired
Laptop4 Laptop Systems
Retired
LSellie Computer  Systems
KQuiles Computer cdtcmpo.org
MFranchini2021 Windows  cdtcmpo.org 6C:4B:90:B4:38:8A IBM Lenovo
Retired
rshamieh Computer Systems
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Retired
CWard Computer  Systems
Retired
TLaSalle Computer  Systems
Retired
gposca Computer  Systems
Retired
jsolano-reed Computer  Systems
Retired
JBeeman Computer  Systems
SMisiewicz Computer cdtcmpo.org
Retired
JCeponis Computer  Systems
ATracy2022 Windows  CDTCMPO 6C:4B:90:B4:2E:E0 Lenovo
Intern2023 Computer cdtcmpo.org
Interns1 Computer cdtcmpo.org
ws4 Computer cdtcmpo.org
VOIP
LRyePhoneX221 phone CDTCMPO 80:5E:0C:79:A4:5E Yealink SIP-T54W
VOIP
LSellieDeskPhoneX222 phone 80:5E:0C:79:9D:98 Yealink SIP-T54W
VOIP
MHullDeskPhone phone CDTCMPO 80:5E:0C:79:9D:BA Yealink SIP-T54W
VOIP
DNelsonDeskPhone phone 80:5E:0C:79:9D:2E Yealink SIP-T54W
VOIP
AMcCarvillPhoneX226 phone CDTCMPO 80:5E:0C:79:A4:AA Yealink SIP-T54W
VOIP
ATracyDeskPhone phone CDTCMPO 80:5E:0C:79:A2:2A Yealink SIP-T54W
VOIP
SMisiewiczDeskPhone phone CDTCMPO 80:5E:0C:79:AA:60 Yealink SIP-T54W
VOIP
PMorrisDeskPhone phone CDTCMPO 80:5E:0C:79:AE:F8 Yealink SIP-T54W
Retired
Ex19 Computer  Systems
VOIP
CWardPhoneX234 phone CDTCMPO 80:5E:0C:79:AE:7A Yealink SIP-T54W
VOIP
80:5E:0C:79:B0:C8 phone CDTCMPO 80:5E:0C:79:B0:C8 Yealink SIP-T54W
VOIP
TLaSallePhoneX227 phone CDTCMPO 80:5E:0C:79:A9:86 Yealink SIP-T54W
Network Printer Printer 00:17:C8:51:B5:F1 Kyocera TASKalfa 7353ci RS51X01163
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5. Microsoft 365 Environment

5.1 Tenant Information

Parameter Details

Tenant Name SaratogaTechnologies592.onmicrosoft.com

Licensing Microsoft 365 Business Premium

Total Accounts 54 (46 member, 8 guest)

Active Human Users ~21

Disabled Accounts 4

Service/System Accounts ~20 (Exchange system mailboxes, sync accounts, room resources, etc.)
Guest Accounts 8 (4 pending acceptance for 2+ years)

5.2 Exchange Online

«  Primary email domain: capitalmpo.org (migrated from cdtcmpo.org via alias approach)

« 33 distribution groups (staff, advisory committees, policy board, planning committee,
newsletters, etc.)

« DKIM configured for capitalmpo.org
« Mail contacts management via Exchange admin center

5.3 SharePoint Online

« Group-based permission model with least-privilege access

« External sharing isolated to a separate site collection

« Anonymous (Anyone) links disabled by default

« Current Folders site for active project files with organization-only sharing
« DLP policies and data classification not yet deployed

5.4 Microsoft Teams

« Group chats: Out of Office, IT Chat, CRTC Group Chat (Staff)
» Leave Request app deployed via Teams
« There are no custom retention policies currently in place

5.5 OneDrive for Business

« Private folders per user on SharePoint
« Known Folder Redirection reference material on file
« Sync health monitoring reference material on file
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5.6 Microsoft Defender
« Defender for Endpoint deployed on workstations (managed by MDE)

* Intune enrollment present on at least one device

Device Name Device Discovery First Seen Last OS Platform  OS OS Build  Risk Level Exposure Health Managed Enrollment
Type sources device Version Level Status :3% Status
update

Defender for

dc4 Server Endpoint 9/8/2022  5/24/2026  Server2019 1809 17763 No known risks  Low Active Unknown Unknown
Defender for Not

cdtc2021 Server Endpoint 10/12/2023  5/24/2026  Server2019 Other No known risks  available Active Unknown Unknown
Defender for

jceponis2022 Workstation  Endpoint 10/7/2025 5/24/2026 Windows11 25H2 26200 No known risks  Medium Active MDE Success
Defender for

sandy2022 Workstation  Endpoint 9/5/2022  5/24/2026  Windows11 25H2 26200 No known risks  High Active MDE Success
Defender for Not

atracy2024 Workstation  Endpoint 2/9/2026 2/9/2026 Windows Other No known risks  available Inactive Unknown Unknown
Defender for

csimon2022 Workstation  Endpoint 9/5/2022 5/24/2026  Windows11 25H2 26200 No known risks ~ Medium Active MDE Success
Defender for

jbeeman2022 Workstation  Endpoint 9/5/2022  5/24/2026  Windows11 25H2 26200 No known risks  High Active MDE Success
Defender for

cbauer2022 Workstation  Endpoint 9/5/2022  5/24/2026  Windows11 25H2 26200 No known risks  High Active MDE Success
Defender for

mfranchini2021 Workstation  Endpoint 9/7/2022  5/24/2026 Windows11 25H2 26200 No known risks ~ Medium Active MDE Success
Defender for

Isellie2022 Workstation  Endpoint 9/5/2022  5/24/2026 Windows11 25H2 26200 No known risks ~ Medium Active MDE Success
Defender for

rshamieh2022 Workstation  Endpoint 9/5/2022  5/24/2026 Windows11 25H2 26200 No known risks  Medium Active MDE Success
Defender for

tlasalle2022 Workstation  Endpoint 12/14/2023  5/24/2026 Windows11 25H2 26200 No known risks ~ Medium Active MDE Success
Defender for

cward2024 Workstation  Endpoint 4/14/2024  5/24/2026  Windows11 25H2 26200 No known risks ~ Medium Active MDE Success
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5.7 HP Wolf Security Suite

Security Management and Antivirus services are currently provided by HP Wolf security suite.
There are 13 endpoints that are currently secured.

@ . Capital District Transportation Committee

72 English

ﬂ LAPTOPS F7D8-04E1-CIBA-BBBA 2MO4511HX AGYUCAEHGUAU HP Wolf Pro Security

(=] ATRACY2024 cdiempo.org BETF-O6E0-F744-2210 MXL4124H4 EHECYGDA4D2Y HP Wolf Pro Security

JBEEMAN2022 cdtempa.org D716-8£91-D18C-388C MXL2212L87 EHECYGDA4DR2Y HP Wolf Pro Security

PMORRIS2024 cdtcmpo.org 3ABB-D2BG-DAF6-4341 MXL222364N EHECYGDA4D2Y HP Wolf Pro Security

" LEELLIE2022 pdtcmpo.org CFCC-FB1A-TC41-5BBE MXL2183WXF EHECYGDA4D2Y HP Wolf Pro Security
&

REHAMIEH2022 cdtcmpoorg DID51-8CDD-4245-7COF MXL2156660 EHECYGDA4D2Y HP Wolf Pro Security

CWARDZ024 . cdlcmpo.org 21BD-FCOD-E126-DDCA MXL2155 7LD EHECYGDA4DZY HP Wolf Pro Security

TLASALLE 2022 catempo.org FEOA-ADA7-1084-E3DA MXL215566M EHECYGDAADZY HP Wolf Pro Security

CBAUER2022 cdtcmpo.org D591-84D5-178A-9416 MXL2212L86 EHECYGDA4D2Y HP Wolf Pro Security

JCEPONIS2022 cdicmpo.org 0892-56 12-CB20-E 148 MXL2155660 EHECYGDA4DZY HP Wolf Pro Security

SANDY2022 cdtempo.org 0005-EBC8-4470-FBCO MXL215566F EHECYGDA4D2Y HP Wolf Pro Security

CSIMON2022 cdtcmpo.org E006-BECO-4803-8820 MXL2223640Q EHECYGDA4D2Y HP Wolf Pro Security

@ Gls2022 cdlempoorg 3397-204A-COD1-2FDG MXL2283JBX EHECYGDA4D2Y HE Wolf Pro Security

6. Identity & Access Management

6.1 Active Directory (On-Premises)

Parameter Details

Domain cdtcmpo.org
Domain Controller DC4 (Windows Server 2019)
User Objects 49
Security Groups 30
Cloud Sync Azure AD Connect

Key Groups Domain Admins, DSAdministrators, GISUsers, ADSync groups

6.2 Entra ID (Cloud)

Cloud identity is synced from on-prem AD via Azure AD Connect. Some accounts exist cloud-
only (cdtcadmin, breakglass, evaluation, test2, room resources). There are no current conditional
access policies in place besides Microsoft defaults. These should be reviewed and improved
upon.
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6.3 Administrative Accounts

There are currently 6 administrator accounts, some with active mailboxes. These should be
reviewed for Entra and Active Directory Best Practices. Naming conventions are inconsistent and
should be reviewed during transition.

7. Internet Domains

7.1 Primary Domains (Network Solutions)
Account: 52509051 | Owner: Sandra Misiewicz

Domain Expiration Auto-Renew | Privacy DNS A Record
capitalmpo.org 2029-05-01 Yes On 192.252.146.24
capitalmpo.net 2029-05-01 Yes On 192.252.146.24
capitalmpo.online 2027-05-01 Yes On 192.252.146.24
capitalmpo.com 2029-05-01 Yes On 192.252.146.24
capitolmpo.com 2029-06-12 Yes On 192.252.146.24
capitolmpo.net 2029-06-12 Yes On 192.252.146.24
capitolmpo.org 2029-06-12 Yes On 192.252.146.24

Only capitalmpo.org has full M365 email DNS records (MX, SPF, autodiscover CNAME).

7.2 Project Domains (Network Solutions)

Domain Expiration Auto-Renew Privacy Status
capitalmoves.org 2029-09-15 No Unprotected Active
ipool2.com 2029-03-17 No Unprotected Active
ipool2.net 2029-11-21 No Unprotected Active
ipool2.org 2030-03-12 No Unprotected Active
inmotionplan.com 2029-27-11 No Unprotected Active
inmotionplan.net 2029-27-11 No Unprotected Active
Inmotionplan.org 2029-27-11 No Unprotected Active
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8. Phone System

Parameter Details

System NEC Univerge

Call Routing Not designed / not documented

Auto-Attendant Not configured

Hunt Groups Not configured

Voicemail Extension X600 routes to Receptionist (soft policy against
voicemail)

Known Issues Caller ID displaying incorrect information; CNAME record needs
update

Desired Features Office paging, follow-user, call forwarding, multi-lingual support

A phone system needs assessment was started but not completed.

9. Website

CMS WordPress 6.7.1

PHP Version 8.0.30 (EOL — security support ended Nov 2023)

Web Server Apache on Linux 6.6.58

Database MySQL 8.0.36 (Percona)

Theme Consulting Child Theme v4.0.2 (parent: Consulting v6.5.19 by
StylemixThemes)

Total Site Size 7.01 GB (uploads: 1.29 GB, plugins: 245 MB, themes: 77 MB, DB:
35 MB)

Active Plugins 20 (including WPBakery v7.4, Slider Revolution, Contact Form 7,
WP File Manager)

Inactive Plugins 10 (should be deleted)

User Accounts 17

Host IP 192.252.146.24

SSL/HTTPS Enabled

Maintenance Contract Web Instinct — custom plugins

Auto-Updates All disabled
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10. Software & Applications

The following software applications are in use across the organization. Bidders should account
for support of these applications in their proposals.

Application Category [\ [e] (=13

ESRI ArcGIS GIS / Mapping Dedicated GIS workstations with local data; GIS
Admin shared account

Power BI Data Visualization

Adobe Creative Suite

Design / Publishing

InDesign, Acrobat Pro; per-user licensing

Synchro Traffic Engineering Traffic signal timing; CodeMeter licensing
dongle

Tyler Munis Financial / ERP Extensive reference material (17 documents)

eSTIP Transportation Planning TIP management application; SSO login setup
documented; to be retired in 2026

Hootsuite Social Media Social media management platform

Mailchimp Email Marketing Newsletter distribution; contacts synced from
Exchange

Zoom Video Conferencing In addition to Microsoft Teams

Canva Graphic Design Referenced in offboarding checklist

WordPress Website CMS Externally hosted; Web Instinct custom plugins

PTV VISUM Transportation Planning 2 user licenses, dongle required

Software

11. Backup & Recovery

Data Zone Backup Method Schedule Location

Current Files Microsoft Cloud Continuous Microsoft datacenters

Archive Files USB Monthly Cloud + offsite USB

Server (DC4) USB Per DR doc Cloud + Drive | +
Drive H

M365 Data Microsoft Cloud Continuous Microsoft datacenters

CDTC2023 Saratoga Datto Cloud Hourly, Daily Dattobox, Saratoga

Datto Cloud

Protection of local business data is achieved with a hybrid backup model that provides both
local backups on the Dattobox appliance and cloud-based backups in the secure Datto Cloud.
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Redundancy is achieved by virtualization of the CDTC2021 on the Saratoga Datto Cloud.

Local backups occur 5 times per day to the local appliance and once per night on to the
Saratoga Datto Cloud.

A weekly status report with offsite and storage statistics is emailed for verification.

A Daily bootable screenshot is emailed to verify a virtual server was created and properly
started.

Weekly Backup Report for CDTC-DattoBox
o Datto <reporting@dattobackup.com> ‘ ) Reply ‘ ) Reply Al ‘ = Forwerd H_‘

To datto@danlara.com Mon 3/25/2026 1:33 AM

(i)1f there are problems with how this message is displayed, dick here to view it in a web brawser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

Weekly Report [ SIRIS

Weekly Digest for protected device: CDTC2021

»

Status report for the machine CDTC2021 ( 192.168.0.11), protected by the backup
device CDTC-DattoBox

Backup| Backups Statistics:

Scheduled Backup| Backups: 55
Successful Backup| Backups: 55

< bosl € 1

Backup Verification | Saratoga Technologies Datto Cloud

Backup Verification Report from CDTC-DattoBox

192.168.0.11 6:01pm Friday 22/May/2026 EDT

Below is a Screenshot image of your machine after an HIR was performed and it
was booted in a Virtual Environment. This screenshot should be showing your
machine's login screen, indicating that the machine is fully booted and ready to

operate.

—— |

(NTOC

This screenshot serves as a verification that your backup occurred and the HIR
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No formal disaster recovery plan exists. The DR documentation is limited to a file-locations
reference sheet identifying which data resides on which servers and which backup media. There
are no defined RTOs, RPOs, or recovery procedures.

12. Existing IT Policies & Procedures

Bidders should be aware of the following policy landscape. Proposals should include

recommendations for completing missing policies.

Policy Area

Internet Use Policy

Work From Home Policy
Employee Onboarding (IT)
Employee Offboarding (IT)

Workstation Maintenance
File Archiving

Asset Retirement

BYOD

Cybersecurity Framework
Incident Response
Change Management

Disaster Recovery / BCP

Password Management

Status
Finalized
Finalized
Operational

Operational

Operational
Operational

Operational

Template only
Not started
Not started
Not started

Minimal

Minimal

Notes

Signed Jan 2025 by Executive Director
Three-party sign-off

Detailed checklist, no formal policy wrapper

Most comprehensive checklist; covers 20+
systems

Monthly 19-step checklist, manual Excel tracking
Annual process tied to UPWP fiscal year

Hard drive data evaluated by Executive Director
and set for destroy by IT

Customized 2019 template with placeholder text
Cover page referencing NIST only

No documentation exists

No documentation exists

File-locations reference only; no
RTO/RPO/procedures

Bitwarden software deployment started by IT
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13. Known Issues & Priorities

The following issues have been identified through our assessment and should be factored into
service proposals:

1.

Security monitoring gap —Defender implementation should be reviewed and
replacement of HP Wolf Security with Defender should be prioritized. Reporting and
alerting must be restored.

M365 tenant migration — Tenant currently under MSP identity. Must be transferred to
CRTC ownership. Work with CDTA to migrate to new Tenant.

VPN security — No MFA; passwords reused from M365. Needs remediation. Migration
to laptops for staff with appropriate device based certificates should be prioritized and
personal computers should no longer be allowed to access VPN.

Domain consolidation — Two active domains (cdtcmpo.org / capitalmpo.org) need to
be consolidated.

Policy development — 11 of 13 policy areas need to be developed or completed.

Phone system — Review current system for proper configuration and replacement with
Teams.

Identity management — 20+ systems require manual credential management;
SSO/centralized identity recommended.

Administrative Access — Review administrator access, ensure best practices around
Active Directory and Entra. Including password management practices.

Website modernization — Need to review any externally facing websites for security
and ensure regular update cadence working with CRTC website maintenance vendor.

14. Social Media Accounts

Platform Account Notes

Twitter/X CapitalMPO Organization Page

Twitter/X CDCCAltFuels Capital District Clean Communities

Facebook Capital Region Transportation Council — Government Page + Ad Account
formerly CDTC

Facebook Capital District Clean Communities Separate page

Instagram capitalmpo Business account linked to Facebook

LinkedIn Capital Region Transportation Council Company page

YouTube CapitalMPO Meeting archive

Social media credentials are currently managed by the Executive Director.
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